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	Reason for change:
	SA3 agreed S3-210073 (CR962) in SA3 #102-e to address the ambiguity in KgNB/KeNB derivation in IDLE to CONNECTED mode transition.
While the CR clarified the key derivation, only Rel-16 specification was updated. It should be noted that unless the change is made to the Rel-15, the same issue happens when Rel-15 devices (either UE or AMF) are involved in key derivation. 
This CR proposes to update the Rel-15 specification to avoid potential AS key mismatch issues.

	
	

	Summary of change:
	NAS uplink COUNT of the NAS uplink message that triggered transmission from IDLE to CONNECTED mode is used as a refreshness parameter.
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	Connection failure if the UE and the network use different NAS uplink COUNT as a freshness parameter in the derivation of the KgNB/KeNB.
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This sub-clause applies to establishment of keys for cryptographically protected radio bearers in 3GPP access only. 
The procedure the UE uses to establish cryptographic protection for radio bearers is initiated by an NAS Service Request message or Registration Request message with "PDU session(s) to be re-activated" included from the UE to the AMF. The AMF may initiate the procedure to establish cryptographic protection for radio bearers when "PDU session(s) to be re-activated" is not included in the Registration request and but there is pending downlink UP data or pending downlink signalling.
Upon receipt of the NAS message, if the AMF does not require a NAS SMC procedure before initiating the NGAP procedure INITIAL CONTEXT SETUP, the AMF shall derive key KgNB/KeNB as specified in Annex A using the uplink NAS COUNT (see TS 24.501 [35]) corresponding to the NAS message that initiated transition from CM-IDLE to CM-CONNECTED state and the KAMF of the current 5G NAS security context. 
The AMF shall communicate the KgNB/KeNB to the serving gNB/ng-eNB in the NGAP procedure INITIAL CONTEXT SETUP. The UE shall derive the KgNB/KeNB from the KAMF of the current 5G NAS security context using the NAS uplink COUNT corresponding to the NAS message that initiated transition from CM-IDLE to CM-CONNECTED state.
As a result of the NAS Service Request or Registration procedure, with "PDU session(s) to be re-activated" radio bearers are established, and the gNB/ng-eNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT corresponding of to the NAS message that initiated transition from CM-IDLE to CM-CONNECTED statetriggered the AS SMC as freshness parameter in the derivation of the KgNB/KeNB. The KDF as specified in Annex A shall be used for the KgNB/KeNB derivation using the KAMF of the current 5G NAS security context. From the KgNB/KeNB the RRC protection keys and the UP protection keys are derived by the UE and the gNB/ng-eNB as described in sub-clause 6.2.
If the NAS procedure establishing radio bearers contains a primary authentication run (which is optional), the NAS uplink and downlink COUNT for the new KAMF shall be set to the start values (i.e. zero). If the NAS procedure establishing radio bearers contains a NAS SMC (which is optional), the value of the uplink NAS COUNT from corresponding to the most recent NAS Security Mode Complete shall be used as freshness parameter in the KgNB/KeNB derivation from fresh KAMF of the current 5G NAS security context when executing an AS SMC. The KDF as specified in Annex A shall be used for the KgNB/KeNB derivation also in this case.
